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As the threat of cyber crime
becomes increasingly hard
to ignore, organisations
must secure the appropriate
insurance cover as a matter
of priority. In this 14-page
buyer's guide, Computer
Weekly looks at how the
market is evolving, why the
devil is in the detail when it
comes to assessing what's
missing from policies and
what steps companies need
to take when investing

in an insurance package

MACROVECTOR/ADOBE


http://www.computerweekly.com

BUYER'S GUIDE TO CYBER INSURANCE

How TO GET THE RIGHT
LEVEL OF CYBER PROTECTION

Stephen Pritchard looks at how:

the market for cyber insurance is
evolving and how IT security leaders

can avoid buying the wrong level of cover

he global cyber insurance market is set to be worth
US$20bn in 2025, according to researchers at Statista.
That is up from just under $8bn in 2020.

Cyber insurance is now a very common way for busi-
nesses, especially larger organisations, to protect themselves
against cyber attack. As one expert puts it, “everyone has it", at
least among large enterprises. And dedicated cyber insurance
plans are becoming more common among small and medium-
sized enterprises (SMEs), too.

Publicity around cyber attacks, particularly ransomware, has
driven interest in cyber insurance. But while CISOs and ClOs
increasingly see insurance as part of their cyber security frame-
work, it is not without its problems. Premiums are rising, insurers
are excluding more risks - including acts of war and ransomware
- and policyholders can be forced to adopt onerous control meas-
ures to obtain the cover they need.

Heidi Shey, principal analyst at Forrester, says there has been
a "hardening of the market” recently, and some insurers, such as
AXA France, are refusing to write cover for ransomware.

At the same time, there are reports that ransomware groups
are actively going after firms with cyber insurance, and even pitch
their demands just below the ceilings in any policy.

“The major trend we have seen in the past 12 months is a reduc-
tion in the limit of indemnity - the maximum amount an insurer
will pay under a policy - and the rising cost of cyber insurance due
to ransomware losses impacting the cyber insurance portfolio of
almost every insurer,” says Simon Gilbert of insurance brokers
Elmore. All this can make it difficult to get the right cover.
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WHAT IS CYBER INSURANCE?

Cyber insurance comes in two main forms - a standalone policy,
or as cover within business interruption, or even, for smaller
firms, general insurance.

At the most basic level, cyber insurance pays out an agreed
sum to help businesses undertake remedial action and restore
services. But the market is complex. Some policies, for example,
exclude the loss of money through business email compromise.
Cover for loss of customer data, or compensation claims, also var-
ies widely, as the National Cyber Security Centre (NCSC) points
out in its cyber insurance guidance.

“Cyber insurance has been
around for about 20 years,” says
Matthew Martindale, a partner
focusing on cyber security and the
financial sector at consulting firm
KPMG. “In the beginning, the focus
was on data breaches and data
theft, but in recent times, there
has been a massive focus on ran-
somware. That has driven changes
in coverage, with more focus on business interruption.”

This has led cyber insurance to provide more than cash pay-
outs. Insurers offer a range of incident management and incident
response services, from communications and legal assistance to
digital forensics. This can extend to help in dealing with the after-

math of a data breach, or fraud investigations. Some insurers also
offer cyber security consulting and advice on risk management

during the period of cover. These services can be very useful,
especially for firms with limited or no cyber security capabilities.
For larger or more mature organisations, though, this might sim-
ply duplicate or even complicate existing incident response plans.

INSURANCE CHALLENGES
Although the cyber insurance market is expected to grow, it is
becoming tougher for organisations to arrange the right cover.

Chief among the challenges is cost. Premiums are increasing
and cover is more restricted. Also, insurers may look for secu-

rity and compliance measures that
some businesses cannot afford.

“I'd say premiums are surg-
ing, and | guess that trend is here
to stay because the technical
and legal landscape is becoming
more and more complex,” says
llia Kolochenko, founder of secu-
rity firm Immuniweb. He points to
rising fines under data protection
laws as an increasing risk, with

some insurers refusing to write new business.

He advises CISOs to be very careful with how cyber insurance
contracts are drafted, as a lack of attention to detail can result in
firms not having the cover they thought they had bought. “The
most frequent pitfalls that we observe is either you have too
many exclusions, or the policy uses overbroad language,” says
Kolochenko. This leads to insurers refusing to pay out.
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And, as the NCSC points out, cyber threats change rapidly.
CISOs need to check whether cover applies to new or emerging
threats. If it does not, the policy might be of more limited use.

Another issue is the need for organisations to put in place spe-
cific cyber security measures before they can buy cover. Many of
these measures are steps that responsible businesses will take
anyway, but others are too onerous, expensive or of debatable
practical value. This is a particular challenge for smaller compa-
nies, says Muttukrishnan Rajarajan, a member of the Chartered
Institute of Information Security and professor of security engi-
neering at City, University of London.

“Even when SMEs are aware of insurance, the biggest chal-
lenge | see from interacting with them is that they are pushed
to perfect their cyber hygiene and secure certification like Cyber
Essentials Plus before even attempting to get cyber insurance,”
says Rajarajan. “In many instances, they simply don't have the
resources or budget to address challenges and implement con-
trols, leaving them uninsured, whether because of a flat unwilling-
ness to insure or due to prohibitively high premiums.”

Larger firms face their own difficulties. “Nowadays, it's chal-
lenging to get cyber insurance as the insurers bring in a red
team or pen testers to evaluate the security programs of the
potential client to ensure they are meeting a level of cyber secu-
rity standards,” says James McQuiggan, security awareness
advocate at KnowBe4.

These tests will be done before any policy is agreed. Even
then, policy cover is likely to be lower than it was in 2019, says
McQuiggan. He points out that policies increased by about 50%

Cyber threats change
rapidly so CISOs need
to be very careful with
how cyber insurance
contracts are drafted,
checking whether
cover applies to new
or emerging threats

GLE/ADOBE

]
N

COMPUTERWEEKLY.COM BUYER'S GUIDE 4


http://www.computerweekly.com
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.ncsc.gov.uk/cyberessentials/overview

Home

A look at how
the market for
cyber insurance
is evolving

Why you should
look carefully at
what is not included
in your cyber
insurance cover

Assessing the steps
organisations need
to take when buying
cyber insurance

BUYER'S GUIDE

from 2018 to 2019, and firms are now seeing “anywhere from a

5% to 18% increase each quarter, due to ransomware attacks”.
Other industry observers are seeing similar issues. “Unrealistic

or unnecessary inclusions in cyber insurance checklists are a

challenge for CISOs,"” says Rob Demain, CEO of security firm e2e-

assure. “For instance, a checklist might ask if a company applies

security patches within 30 days of release. Not all companies

will need every patch, and they might

not be able to apply it within 30 days.

Another checklist might say the com-

pany needs to have a SIEM [security

information and event management]

monitored 24/7 by a SOC [security

operations centre]. Purchasing, com-

missioning and managing a SIEM,

as well as implementing a 24/7

response, could be a £250,000

expense that organisations just don't have the budget for.”
Some large insurers approve only 5% of applicants, says

Demain. “That tiny percentage must remain compliant all year

round, too, which is hard to achieve with continuous and strin-

gent assessment,” he adds. However, this does not mean cyber

insurance is without value.

MAKING CYBER INSURANCE WORK

The cyber insurance market certainly suffers because of its com-
plexity, and both insurers and their clients have made matters
more difficult by using policies to pay ransomware demands.

“The good news is that in most cases, the insurers are willing
to cover the full limit for business interruption from ransom-
ware attacks,” says broker Simon Gilbert. “It is the actual ransom
demands that have been tailed back most.”

But even where policies are more expensive and more restric-
tive, they are still valuable. Firms would need a very cool-blooded
attitude to cyber risk to carry no insurance at all.

However, CISOs and risk officers do
need to be realistic with their boards
about what policies can and cannot
do. For all the pre-contract testing
and advice, cyber insurance will not
stop attacks. Nor can it prevent loss
of business or reputational damage.

As one insurance expert puts it, a
cyber policy is a “backstop”. It should
prevent a loss that threatens the busi-

ness's existence. Boards can adjust the level of cover they need,
and the premiums they pay, according to their appetite for risk.

“Having cyber insurance will not stop a cyber attack, but it will
help a business recover faster and, in most cases, prevent cata-
strophic failure,” says Gilbert.

And firms can do much to put their own houses in order. In
recent years, certainly before the pandemic, some organisations
relied too much on cyber insurance to cover risks that they could
- and, arguably, should - have mitigated themselves.

In part, this was due to a lack of resources and skills, says Matt
Middleton-Leal, managing director for Europe, the Middle East
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and Africa (EMEA) north at supplier Qualys. “I think the chal-
lenge is that many organisations were using insurance as a bit of
a crutch, to allow them to limp through and avoid doing some dif-
ficult technology changes,” he says.

“There are about 185,000 vulnerabilities out there in the world
at the moment. But if you boil that down in terms of the associated
risks, you get down to probably 30, 40 or 50, which are things
that organisations need to fix, and which will stop breaches from
happening in not all, obviously, but in a huge number of cases.”

Middleton-Leal adds: “The reduction in overall risk in doing
that, versus buying insurance, is much greater. But organisations
haven't been doing it because they haven't been able to get that
data and associate it with the corresponding risk.”

This is an area where insurers - and CISOs - could work more
closely together. Insurers want to write policies that are profit-
able, at least in the medium to long term. Firms need cover that
protects them from the worst consequences of cyber attacks,
and allows boards to offset risks that cannot be carried or miti-
gated in-house.

Ultimately, cyber insurance is as much about an organisation’s
risk management as it is about protecting its systems or data.

“In my experience, there is still more work to be done by the
insured for them to understand and express their cyber risk to
their executive committees and boards,” says KPMG's Martindale.
“What is the risk we are carrying? What is the risk we think we
can get to? And what is our risk tolerance?”

Answering those questions will help CISOs make the most of
any cyber cover.

Insurance broker Simon Gilbert says:
“Having cyber insurance will not stop a
cyber attack, but it will help a business
recover faster and, in most cases,
prevent catastrophic failure”
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TI PS FOR TAKI NG CYBER COVER yber security insurance is risk transference. It repre-

sents a purely reactive incident response activity and
does not negate the need for investment in preven-
tion and recovery, but it can be an important part of

1' -~ a comprehensive cyber security programme. Technology lead-
@ '|i ers must understand cyber insurance’s intended role, the costs
| @ associated with it and the limitations inherent in the cover.
-’|'| - Executive leaders must be included in and aware of discussions
m‘ with cyber security insurance providers. They will be required to
=4 submit responses to security questionnaires. Also, the insurer will
1' have incident response requirements that need to be adhered to
@‘ in the event of a security incident.
-ii Cyber security insurance is entirely a reactive product. It will not

m‘ prevent a cyber security breach or immediately reduce the impact
e on the delivery of services to your users. Therefore, you must con-
1’ tinue to invest in your security programme alongside your cyber
@ security insurance considerations.
1’| / Cyber security insurance is designed to offset recovery costs
that an organisation would have to pay in the event of a security
incident. It can also offset a variety of non-IT business costs asso-
ciated with a cyber attack, such as reputational damage (through
the use of PR firms/breach coaches) and legal fees. These are
some of the qualitative benefits of cyber security insurance.
Another qualitative benefit often provided by cyber security
Transferring risk to an insurer doesn't mean you are o) insurance is accessibility to experts employed by, or contracted

risk-free. You should look carefully at what is not included to, the underwriter and/or broker. Not only are these incident

in your cyber insurance cover. Paul Furtado and Jim Mello report response or forensic services, but many cyber security insurers
also have direct access to security experts for legal, PR and law

HOME
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enforcement contacts. Some insurers also provide expertise and
resources in planning, response and recovery strategies. These
resources can augment your existing team, or in cases where they
don't exist in-house, improve your ability to respond and recover.
It is extremely important to understand the exclusion clauses
of any cyber insurance policy. Research shows that there is
often a disconnect between a client's
expectations and an insurer's coverage
in terms of what types of incident are
covered and which are excluded.
Two current examples of where
these clauses have affected organisa-
tions are the NotPetya attacks against
Mondelez International and Merck.
Experts claim NotPetya was developed
by a nation-state-backed organisation.
As a result, the insurance companies deemed that the ransom-
ware incident triggered the “act of war"” clause in the policy. Each
of these organisations engaged in legal battles with their insurers
to pay out on their cyber insurance policies.
Before purchasing a cyber insurance policy, consider asking
a series of questions to understand the exact limitations of the
cover being provided.

DETERMINE INSURER=PROVIDED SERVICES

Some insurance providers offer incident response services
as part of their policy. These can be valuable, time-saving
resources during a security incident. However, you need to fully

understand their scope of work because it may also negatively

impact any claim settlement.

Theincident response provider is contracted by the insurer, and
you must understand what information is shared with the insur-
ance provider. Is the provider also leveraging these contractors
to identify any existing deviations in your security posture that

may reduce the amount of or eliminate
any settlement? If your provider has
forensic or incident response services
as part of its policy, you should ask the
following questions:

m Do the provided responders work
solely for you, the client, or do they
work for the insurance company? For
example, do they share any data with
the insurer, and if so, what?

m Are the provided responders required to be transparent with
their findings and share all information with the insured party?
What is the response time for the deployment of services after
reporting a cyber attack?

m Is it mandatory to use the services of the insurance provider or
can you select your own service provider? Consider request-
ing a pool of money to be allocated in the policy to pay for the
forensic/incident response services of your choice.

Gartner recommends you update your incident response plan

with the appropriate contact information for the approved inci-

dent response/forensic services organisations that will be uti-
lised, and consider additional insurance products.
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It is also important to know and understand all the insurance
policies your organisation has.

Different policy types may include a cyber security or busi-
ness interruption provision. Some cyber insurance policies
only cover the costs of recovery from a security incident and
not any business interruption losses. You may have the oppor-
tunity to trade expensive cyber coverage for much less expen-
sive criminal coverage, as both may be applicable during a sig-
nificant incident.

Be careful not to over-insure or have overlaps in coverage. For
example, if you have a separate business interruption insurance
policy (with a cyber security rider) and cyber security insurance,
you should find out whether both policies will pay out in case of
a security incident. It may be that only one will pay a settlement,
resulting in a situation where you are over-insured. In a similar

way, there is often an overlap between cyber and criminal cov-
erage. Most large incidents, such as ransomware, are quickly
deemed a criminal act.

Bear in mind that some organisations may need to implement
multiple insurance products to meet their business risk man-
agement goals.

HAVE ROBUST SECURITY IN PLACE

Cyber security insurance does not replace the need to invest
in an appropriate security programme of controls. If you do
not have a good security programme, you should invest in
one before seeking insurance. Insurers have been known to
deem organisations uninsurable because of a lack of minimally
acceptable security controls. To ensure adequate coverage and
fully address business risk, you will need input from various
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groups in the organisation. Reach out to other stakeholders,
including compliance, legal, risk, finance, information technol-
ogy and information security.

You will be asked to make representations about your cyber
security capabilities - typically through a questionnaire - as part
of the process. Be prepared with audit/compliance/pen test
reports, existing policies, governance, awareness training success
and supplier/third-party management processes. If your repre-
sentations are found to be inaccurate after a breach, the carrier
may deny your claim.

Gartner urges IT security chiefs to meet with the underwrit-
ers. This enables you to articulate your security posture and the
improvements you are implementing. This meeting provides an
opportunity to highlight your successes and roadmap to mitigate
risk. It adds clarity and colour to the simple “yes/no” answers in
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a questionnaire. Providing this added level of detail may have an
impact on your premium.

When considering cyber insurance policies, above all, don't
rush the process. Policy purchases or renewal activities should
begin 90 to 120 days ahead of the active date. This will give you
enough time to collect multiple quotes and make an informed
decision. Your insurance carrier will have specific conditions that
must be met to be compliant with your policy during an active
incident. Gartner recommends making sure these conditions are
addressed in your incident response plan and acted on.

This article is based on the Gartner report An executive leader’s guide

to cybersecurity insurance, published in April 2021. Paul Furtado is

a vice-president analyst at Gartner and Jim Mello is a director in the
internal audit and risk management practice at Gartner.
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VWHAT TO LOOK FOR IN A
CYBER INSURANCE POLICY

Cliff Saran looks

at the steps
organisations need
to take when buying
cyber insurance

he increase in remote working during and after the

pandemic has greatly increased cyber vulnerabilities.

Speaking recently on the BBC's Today programme,

Nikesh Arora, CEO of Palo Alto, discussed how people
in business can work from anywhere.

“This brings up the challenge that your company is now in every
employee’s home, he said. “l can attack the network in that home
and potentially get access to your company.”

This, says Arora, means the attack surface has exploded. During
the early days of the pandemic, hackers tried the techniques they
previously used when attacking enterprise systems, to target
homes. But now, cyber attacks are increasingly becoming weap-
onised and hackers are using attacks to make money, he says.

Globally, the average cost of a serious breach was $3.9m in 2019
and it is going up, says Carl Nightingale, cyber security expert at
PA Consulting. Given the outlook that more damaging and costly
attacks are on the rise, Nightingale urges IT security leaders to
look seriously at investing in cyber insurance.

But he warns: “Cyber criminals are exploiting organisations’
uncertainty about cyber security, realising they can tailor attacks
to the risk appetites of their targets. In an increasingly popular
type of ransomware attack, the criminals research their victims
to assess how amenable they might be to paying. These criminals
know that if the targets see their demands as more affordable and
less disruptive than restoring systems, then they will often prefer
to pay the ransom.”

Earlier this year, analyst Forrester looked at the rising cost of
cyber security insurance for its Top cybersecurity threats for 2022
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report. The report’s authors note that cyber insurance does not
substitute for proper security controls.

“The sharp increase in ransomware attacks in 2019 and the
long-tail fallout from multiple software supply chain incidents in
2021 led firms to buy or increase their cyber insurance coverage,”
the report’'s authors warned. “Ironically, it also made them a more
attractive target for attackers.”

Subsequently, cyber insurance firms upped their underwriting

processes and ramped up scrutiny
of policy holders and applicants.
According to Forrester, this led to a
25% average increase in premiums
and some insurers removed cover-
age for specific attacks.

Inthereport, the Forrester analysts
say this illustrates what security
leaders have long known but senior
executives and boards are just now
learning - without a risk mitigation
strategy and investment in security
programme maturity, relying on cyber insurance alone is a threat
to the organisation.

But according to Nightingale, only 11% of UK businesses have
adequate cyber insurance. In his experience, a lack of clarity about
cyber insurance is a key concern among IT security chiefs. He
says that due to the relative immaturity of the market, “premiums
are often inconsistent, expensive and vague about the extent of
cover,” adding: “This has made it difficult for CISOs to trust cyber

insurance to pay out in the event of a breach or to be sure they are
meeting the insurer's auditing requirements.”

CYBER SECURITY MATURITY

For Nightingale, one of the biggest challenges for IT security

chiefs is how to quantify cyber risk. IT security leaders tend

to overestimate their cyber maturity and underestimate cyber

insurance premiums, he says. “When the insurer recommends
ways to make cover more afforda-
ble, the disruption and investment
can be unpalatable,” he adds.

Organisations may also need

to comply with certain IT secu-
rity regulations, such as the Cyber
Insurance Framework issued by
New York State Department of
Financial Services, if such frame-
works become part of underwriting
criteria, says Forrester.

Although approaches and frame-
works such as NIST CSF, CIS 20, NCSC Cyber Essentials and
ISO 270001 help to develop cyber security capabilities, as
Nightingales notes, such frameworks don't provide the tools to
quantify the risk. And while an organisation may choose to pay off
a cyber attacker, Nightingale says: “The ethics of negotiating with
criminals are questionable, and the business impacts will be sub-
stantial. It's only a matter of time before regulators, private equity
firms and shareholders start to call out such tactics.”
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Forrester recommends that IT security professionals use the
current attention on cyber insurance as an opportunity to push
for security initiatives aligned both to ransomware protection and
new underwriting requirements, and present both as top risks to
the organisation.

Referring to recommendations on the National Cyber Security
Centre (NCSC) website, Mike Gillespie, vice-president of the C3i
Centre for Strategic Cyberspace and Security Science (CSCSS),
says the onus is on the CISO to make sure the organisation’s
cyber security procedures are accurate, up to date and effective.
He says this may include a range of technical, physical, procedural
and human controls that need to be in place before looking for a
cyber insurance policy.

“Once you are confident in the effectiveness of your controls
and feel sure that they provide you with the right level of cyber
resilience, then you can look for a cyber insurance policy,” he says.

NEW DEVELOPMENTS
There are also new developments in the cyber insurance market
that are designed to help organisations take a better approach
to cyber security and avoid the need to pay ransomware attack-
ers. Some of the leading cyber insurance providers are offering
innovative cyber insurance options, says Nightingale, which tai-
lor the insurance cover to the organisation’s individual needs by
bringing in cyber security experts to assess cyber maturity.

But, as Nightingale points out, many organisations may be
reluctant to let a company with a product to sell run such a large-
scale investigation into their inner workings. “That's when it can

Cyber risk management

When approaching cyber insurance, Paddy Francis, CTO at
Airbus CyberSecurity, recommends that IT security chiefs
first identify what needs to be protected. What are the organ-
isation’s valuable data assets and what systems or services, if
impacted by an attack, could severely damage the business?
The next step is to take these into account, assessing the
costs involved if there is an attack. These could include:

B The cost of responding to the attack itself, either internal,
or external service provider costs, media and social media
management, etc.

M Legal and regulatory costs (such as notification to the ICO
and affected third parties).

B Cost of loss of access to systems or data, in particular from
a ransomware attack. Including loss of production.

H Third-party claims - loss of personal data, third-party finan-
cial losses, damages for late deliveries, inability to deliver
services, etc.

B Customer claims if your products or services that have been
infected with malware are part of a supply chain attack.

B Reputational damage and other intangible costs that may
not be covered.

This should help to identify what any cyber insurance policy

should cover and also provide an estimate of the level of

cover that may be needed.
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be helpful to organise an independent review of your internal
risks,” he says.

According to Nightingale, such a review can help organisations
meet the audit and compliance requirements of insurance poli-
cies. It also helps them to focus on the key areas where they need
to seek assurance. One of the areas where assurance is needed is
around process, which, he says, means understanding the risks in
IT operational policies, processes and controls, and making sure
roles and responsibilities are well defined.

Finally, backup and recovery are the building blocks of a sound
IT security strategy and are key requirements of cyber insurance.
CISOs will also need to ensure their firm has an effective backup
management and recovery procedures from operational failures.

Nightingale says: “This should include managing the particular
risks around maintenance and support by controlling changes
introduced to the IT infrastructure and application landscapes.”

Backup and recovery procedures should be reinforced by secu-
rity controls, he says. There also needs to be a complete set of
policies and procedures that support the organisation’s informa-
tion integrity objectives.

Such a policy should include processes to control the add-
ing, change or removal of user access and manage data access
requirements and regular review of that access.

At the same time, Nightingale urges security leaders to assess
the risk to critical data at the operating system level and check
physical security measures.
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